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Cloud Backup Service for Microsoft Office 365 

Automated data protection and recovery service 
 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 
 
 

 
 
 

Safeguard your Microsoft Office 365 data with an automated 

backup solution that protects against corruption and 

unintended deletion of emails and files in Exchange Online, 

OneDrive for Business, Teams, and SharePoint Online.  

 

A cloud-based service that enables agility without 

compromising security, control or accountability. 

Backup Service Features: 

*Aberdeen Group, “SaaS Data Loss: The Problem You Didn’t Know You Had,” 2013. 

For all of its benefits, Microsoft Office 365 provides basic backup 

capability, with limited data retention and no automated scheduling. 

Provide additional layered protection to your Microsoft Office 365 

environments with: 

Key Solution Advantages 

Eliminate the risk of items lost due to accidental deletion. Retain your 

emails and files indefinitely in case employees leave the organization 

unexpectedly, all without having to purchase additional licenses. 

Inactive user accounts can be deleted to free up Office 365 user 

licenses quickly and easily. 

Take Control of Office 365 Data 

• Fully customizable scheduling and retention of emails and files 

• Flexible data recovery and downloading to different sources 

• Mobile applications for administration from nearly anywhere 

• One solution for protecting Exchange Online, OneDrive for 

Business, Teams, and SharePoint Online 

Quick & Easy Restoration 
 

• Email messages, calendars, tasks, contacts, 
and public folders 

• Skype for Business (Lync) conversations 

• Support for Exchange and Exchange Online 
journaling and import 

Reporting & Statistics 
 

• Full-featured, robust mobile apps (iOS, 
Android) and Outlook Add-In 

• Quick message restores  

• Offline access 

Administration & Policy Management 
 

• Predefined roles 

• Granular control for access and policy 

• Domain-level auditor 

• Retention policies 

Secure & Compliant Cloud Backup 
 

• AES 256-bit encryption at rest and in transit 

• Public key encryption (RSA 1024) 

• Isolated customer metadata database 

• Redundant storage within and across 
geographically distributed data centers 

The No. 1 cause of data loss in a Software-as-a-Service (SaaS) 

deployment such as Microsoft Office 365 is accidental deletion*. In 

fact, about 70 percent of all lost data is due to either accidental or 

malicious deletion of data by end-users. While Office 365 is 

architected to ensure continuous service availability, the measures 

taken to prevent permanent data loss are limited. 

Mitigate User Deletion Risk 
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